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TURK STANDARDLARI ENSTITUS0

BiLiSiM TEKNOLOJILERIi TEST VE BELGELENDIRME DAIRESIi BASKANLIGI
DEGERLENDIRME LABORATUVARI LISANSLAMA YAYINI

1. AMAC 1. OBJECTIVE

Bu dokiiman, Ortak Kriterler Belgelendirme Sistemi | This document describes the application and
altinda Ortak Kriterler standardina uygun olarak | licencing process for Common Criteria
degerlendirmeler gergeklestirecek Ortak Kriterler | Evaluation Laboratories (CCTL), which shall
Degerlendirme Laboratuvarlart i¢in basvuru ve | make evaluations in conformance with Common
lisanslama stirecini anlatmaktadir. Criteria Standards under Common Criteria
Certification Scheme.

2. KAPSAM 2. SCOPE

Bu dokiiman, OKBS yapisi igerisinde Ortak | This document includes all laboratories to make
Kriterler degerlendirmeleri gergeklestirecek tiim | Common Criteria evaluations within  The

laboratuvarlar1 kapsar. Common Criteria Certification Scheme.

3.  BASVURU VE LISANSLAMA SURECI | 3. APPLICATION AND LICENCING
PROCESS

Ortak Kriterler Belgelendirme Sistemi (OKBS)
altinda degerlendirme laboratuvar1 olarak calismak | Private and/or goverment-owned laboratories
isteyen kamuya bagli ve/veya 6zel laboratuvarlar | willing to work as evaluation laboratory under
Ortak Kriterler Laboratuar Lisanslama Bagvuru | Common Criteria Certification System(CCCS)
Formu ekleriyle birlikte doldurularak, Siber | make formal application to the Cyber Security
Giivenlik  Belgelendirme Miidiirliigii'ne resmi | Certification Department by filling Common
bagvuru yaparlar. Criteria Laboratory Licensing Application form

with attachments.

OKBS altinda calisacak degerlendirme | The evaluation Laboratories will be worked
laboratuvarlarmin, TURKAK ve/veya TURKAK | under CCCS must have accreditation certificate
tarafindan taninan bir akreditasyon kurumundan TS | given by TURKAK and/or an accreditation
EN ISO/IEC 17025 “Deney ve Kalibrasyon | institution recognized by TURKAK according to
Laboratuvarlarinin ~ Yeterliligi icin  Genel | EN ISO/IEC 17025 “General requirements for
Sartlar” standardina goére TS ISO IEC 15408 | the competence of testing and calibration
standardi  kapsaminda  akreditasyon  belgesi | laboratories” within scope of TS ISO IEC 15408
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olmalidir ve bu belgenin bagvuruda Siber Giivenlik

Belgelendirme Miidiirliigii'ne verilmesi gereklidir.

and this certificate must be submitted to the
Cyber Security Certification Department in the

application.

3.1 Lisanslama Tetkigi

Bagvurusu onaylanan laboratuvara bir lisanslama
tetkigi diizenlenir.
Lisanslama tetkigi, laboratuvarin;

e TS EN ISO/IEC 17025 standardi
kapsamindaki akreditasyon kurallarina
uyup uymadigi, sisteminin etkinliginin
kayitlar tizerinden incelenmesi

e Ortak Kiriterler

standardi ve Ortak

Degerlendirme Metodolojisi’ne
hakimiyetinin tespit edilmesi,

e Techizat ve personelin yeterlililiginin
onaylanmasi

amaciyla gerceklestirilir.

3.1 Licensing Audit

A licensing audit is organised to a laboratory
whose application is approved.
Licensing audit is done with the following aim:
e [f the laboratory complies to accreditation
rules within the context of EN ISO/IEC
17025 standard, examination of system
effectiveness through records
e To detect domination of laboratory on
Common Criteria standard and Common
Evaluation Methodology,
e Approvement of equipment and personnel

sufficiency.

Laboratuvar tetkiginin Olumlu sonug¢lanmasi ve
onaylanmast durumunda denetim basarili olarak
sonuglanir ve Degerlendirici Degerlendirme siireci

baglar. Laboratuvar gecigi lisansini alir.

In case the Laboratory Audit is positive and
approved, the audit shall be resulted successfully
and laboratory takes temporary license. The next

step shall be Evaluators’ examination process.

Yeterli goriilen laboratuvar ile sdzlesme yapilir ve
laboratuvara OKBS Lisansli Laboratuar Sertifikasi

verilir.

Agreement shall be made with approved
laboratory. Also, CCCS Licensed Laboratory

Certificate is given to the laboratory.

OKBS Degerlendirme Laboratuvar1 Kontrol Listesi
kullanilarak yapilan degerlendirme sonunda lisans
verilmemesi yoniinde goriis bulunmasi1 durumunda,
laboratuvara bu uygunsuzluklar1 gidermesi i¢in siire
verilir. Verilen siire igerisinde laboratuvar yaptigi
diizeltici ve ve bunlar

Onleyici faaliyetleri

In case the Evaluation Laboratory Requirements

Checklist contains negative opinions about

licensing, a particular time shall be given to the

laboratory to resolve improprieties. Within this

period, the laboratory notifies the CCCS

authorities about corrective and preventive
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destekleyen kanitlarin1 OKBS yetkililerine bildirir. | activities and the proofs which are supporting
Bu asamada, laboratuvarin diizeltici ve Onleyici | these activities. In this phase CCCS authorities
faaliyetlerini degerlendiren OKBS vyetkilileri, bu | who evaluate the corrective and preventive
faaliyetleri yerinde gormek icin bir laboratuvar | activities of the laboratory may organize another
ziyareti daha diizenleyebilirler. Diizeltici ve Onleyici | visit to examine the activities on-site. If
faaliyetlerin olumlu bulunmasi halinde laboratuvar | corrective and preventive activities are positive,

gecici lisansin alir. laboratory takes temporary license.

Uygunsuzluklarin verilen siire icerisinde | If the laboratory does not resolve the
giderilmemesi  durumunda ise laboratuvarin | inconvenience within this period, the application
bagvurusu iptal edilir. Basvurusu iptal edilen | of the laboratory shall be cancelled. A laboratory
laboratuvar, iptal tarihinden itibaren 6 ay icerisinde | whose application is cancelled can not make an

yeniden basvuru yapamaz. application in 6 months period .

3.2 Kahe1 Lisanslama 3.2 Permanent Licensing

Bagvuru sahibi laboratuvara gegici lisans verilmesi | If the laboratory takes temporary license;

durumunda,
e Laboratuvarin adi  “OKBS  Onayh e Name of the laboratory is announced at
Laboratuvarlar Listesi” ne kaydedilir. “CCCS Approved Laboratories List”
e Listenin giincel versiyonu, www.tse.org.tr e Current version of the list is announced
adresinde bulunan Bilisim Teknolojileri through InformationTechnologies bridge
kopriisii ile ulagilan sayfada ilan edilir. via at www.tse.org.tr
Gegici lisans sahibi laboratuvar 18 ay i¢inde; The laboratory with temporary license shall

e ISO/IEC 17025 kapsamindaki Ortak | achieve the following within 18 months;

Kriterler kapsamin1 agmayacak bir seviyede e Performing an evaluation within the scope
bir  degerlendirme  gerceklestirir  ve of the ISO/IEC 17025 or presenting an
Degerlendirme Teknik Raporunu TSE- ETR issued within last 3 years,

OKBS’ye sunar ya da son 3 yil i¢inde bitmis e Have at least 2 evaluators passed the exam
bir degerlendirmeye ait Degerlendirme performed by the TSE-OKBS (see Section
Teknik Raporunu TSE-OKBS’ye sunar, 3.3)
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e En az 2 Degerlendiricinin TSE-OKBS
tarafindan yapilan sinavdan basarili olmasini

saglar (Bkz Boliim 3.3)

Yukaridaki sartlar gerceklestiginde laboratuvar,

kalic1 lisansa sahip olur ve
www.commoncriteriaportal.org adresinde
yayinlanir.

When the conditions above are met, the
laboratory is issued a permanent license and is

published at the www.commoncriteriaportal.org

website.

Laboratuvarin aday degerlendirmesi akreditasyon
kapsamini asamaz.

Ornegin Degerlendirme Laboratuvarinin
akreditasyonu EAL 3 ise laboratuvar, aday
degerlendirme olarak en fazla EAL 3 seviyesinde
olacak sekilde bir degerlendirme tamamlamalidir.
Bu degerlendirme, Degerlendirme Laboratuvarinin
lisanslanma kapsamini da belirler.

Degerlendirme Laboratuvari, kalici lisanslandiktan
sonraki donemde lisans kapsamin1 genisletebilir. Bu
genisletme, laboratuvarin mevcut akreditasyon
kapsamini agsamaz.

Kalic1 lisans verilebilmesi ig¢in laboratuvarin
sundugu raporun TSE-OKBS tarafindan uygun

goriilmesi gerekmektedir.

Laboratory’s candidate evaluation cannot exceed
the accreditation scope.

For instance, if the scope of the accreditation of
the Evaluation Laboratory is EAL 3, then the
candidate evaluation should be carried out at
maximum EAL 3 level. This evaluation also
defines the scope of the license.

After  permanently  licensed,  Evaluation
Laboratory may extend the licensing scope. This
extension cannot exceed the current accreditation
of the Evaluation Laboratory.

In order to grant a permanent license, the report
submitted by the laboratory must be approved by
TSE-OKBS.

Gegici lisans sahibi laboratuvarin, bir buguk (1,5)
yil icerisinde OKBS gézetiminde bir degerlendirme
gerceklestirememesi durumunda
e Laboratuvarin lisansi iptal edilir.
e Laboratuvar Sozlesmesi feshedilir.
e Laboratuvar, OKBS Onayh
Laboratuvarlar Listesi’ nden ¢ikarilir.

e Listenin giincel versiyonu, www.tse.org.tr

If the laboratory with temporary license can not
carry out an evaluation at level of scope of EN
ISO/IEC 17025 under supervision of CCCS
within one and a half year:
e License of the laboratory shall be
cancelled
o Laboratory Agreement shall be terminated

. The laboratory shall be removed from
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adresinde ~ bulunan  Ortak  Kriterler
Belgelendirme Sistemi kopriisii ile ulasilan
sayfada ilan edilir.
Bu asamadan sonra ilgili laboratuvarin OKBS ile
birlikte tekrar caligmak istemesi durumunda,
laboratuvarin yeniden Lisanslama Basvurusu’nda

bulunmasi gerekir.

CCCS Approved Laboratories List.

e Current version of the list is announced
through InformationTechnologies bridge
via at www.tse.org.tr

After this stage, in case that the related laboratory
wants to work with CCCS again, the laboratory

must apply for licensing again.

3.3 Degerlendirici Degerlendirme
Laboratuvarin kalici lisansini alabilmesi i¢in en az 2
personeli  degerlendirici  smmavindan  basariyla
gecmelidir.
Degerlendirme  siirecinden basar1 ile gegmis
Degerlendiriciler icin “Ortak Kriterler Uzman
Degerlendirici Sertifikas1” diizenlenir.
Sinav igerigi asagidaki konular1 kapsamaktadir ve
degerlendiricinin  6zge¢misi ve laboratuvarin
uzmanlik  alani, potansiyel TOE’ler  gibi
parametreler baz alinarak hazirlanir;

e CCveCEM,

e TOE’nin degerlendirme siireci,

e Kiriptografi ve PKI,

e Giivenlik Testleri,

e SDLC, S-SDLC,

e Giivenlik ve Risk Yonetimi (Tehdit, Atak ve

Acikliklar, bunlar arasindaki iliskiler,

e Kimlik ve Erisim Yonetimi,

e Kimlik Dogrulama ve Yetkilendirme,

e Giivenlik Miihendisliii,

e Ag Giivenligi

3.3 Evaluation of the Evaluators
For the permanent license, the laboratory shall
have at least 2 evaluators must succeed the
evaluator exam organised by the TSE-CCCS.
“Common Criteria Expert Evaluator Certificate”
is prepared for evaluators who succeed the exam.
Exam topics are listed below;

e (CCand CEM,

e Evaluation process of the TOE,

e Cryptography and PKI

e Security testing

e SDLC, S-SDLC

e Security and risk management (Threats,

Attacks, and Vulnerabilities)

e Identity and Access management

e Authentication and authorization

e Security engineering

e Network security

e Smart cards

Exam shall be prepared based on parameters such

as evaluator’s background, laboratory’s expertise,
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e Akilli Kartlar

Degerlendirici Sinavinda basarili olamayan bir

personel, sinava en az 1 ay sonra tekrar girebilir.

Bir personel, 1 yil i¢inde en fazla 3 kez

Degerlendirici sinavina girebilir.

Degerlendirici  degerlendirme  sinavi, internet
erisimine kapali bilgisayarlarda gerceklestirilir. CC
ve CEM agiktir.

possible TOEs etc.

For a candidate who failed the exam, re-take must

be spaced by at least 1 month interval.

Candidates can re-take the exam maximum of 3

times in a year.

Evaluator evaluation exam is conducted on
computers with no internet access. CC and CEM

are open booked during the exam.

4. LISANSLI LABORATUVARLARIN
IZLENMESI

Kalici lisansli  Degerlendirme Laboratuvarlari
periyodik olarak (18 ayda bir) gereksinimleri
kargiladiginin ~ denetimi  i¢in  Siber Giivenlik
Belgelendirme Miidiirliigii tarafindan tetkik edilir.
Ara kontrol ziyaretlerinde laboratuvara diizenlenen
bir Onceki ara kontroliin kayitlart da godzden
gecirilir. Bir Onceki ara kontrolde tespit edilen
uygunsuzluk varsa, bunlar i¢in olusturulan diizeltici
ve Onleyici faaliyetlerin uygulanip
uygulanmadiginin kontrolii yapilir.

Lisanh Laboratuvar OKBS gozetiminde
degerlendirme yaptigi siirece her ay BTBD-03-01-
FR-44 ORTAK KRITERLER PROJE DURUMLARI
TABLOSU dokiimanini doldurarak OKBS'ye iletir.
Her ay bu tablonun iletilmesine miiteakip toplanti

gergeklestirilir.

4. SURVEILLANCE OF A LICENSED
LABORATORY

Permanently licensed Evaluation Laboratories are
audited by Cyber Security Certification
Department periodically(once in 18 months) to
check if they meet requirements. The records of
previous audit shall be reviewed during
surveillance audits.

If there is any unconformities which is specified
at the previous audit, it shall be controlled
whether the corrective and preventive activities
are applied or not.

Licensed Laboratories fill out the BTBD-03-01-
FR-44 COMMON CRITERIA PROJECT STATUS
TABLE document every month and submit it to
CCCS as long as the evaluation is carried out
under the supervision of CCCS. A meeting is held

every month following the submission of this
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table.

5. ASKIYA ALMA

Lisansli laboratuvarlarin askiya alinmasi su

durumlarda gerceklestirilebilir:

e Akreditasyon belgesinin askiya alinmasi
veya iptal olmasi,

e Laboratuvarlara diizenlenen periyodik ara
kontrollerin olumsuz olarak sonuglanmasi,

e Ara kontrol siireci disinda, laboratuvarin
yetkinlik, glivenlik veya tarafsizlik ilkelerine
aykiri  hareket ettigine dair bulgularin

olusmasi.

o Her ay paylasiimasi gereken BTBD-03-01-
FR-44 ORTAK KRITERLER PROJE
DURUMLARI TABLOSU dokiimanin i
defa iist iiste OKBS’ye iletilmemesi ve

durumunda

toplanti yapilmamasi

laboratuvarin lisansi askiya alinir.

5. SUSPENSION

Suspension of Licensed Laboratory can occur in

the following situations:

Suspension or cancellation of
accreditation certificate,

Surveillance audits organized periodically
to laboratories, which are resulted
negatively,

Except of the surveillance control period;
findings showing that the laboratory acts
against ~ competency,  security  or
impartiality principles.

If the BTBD-03-01-FR-44 COMMON
CRITERIA PROJECT STATUS TABLE
document, which must be shared every
month, is not submitted to the CCCS three
times in a row and no meeting is held, the

laboratory's license will be suspended.

Aski siiresi boyunca laboratuvar ile OKBS arasinda

Ortak Kriterler belgelendirmesi konusunda isbirligi

During the suspension period, there aren’t any

collaboration between the laboratory and the

gerceklestirilmez. TSE-CCCS about Common Criteria
Certifications.
Bir laboratuvarin lisansinin askiya alinmasi | In case of suspension of the license of a
durumunda, laboratory,
e Laboratuvar, Bilisim Teknolojileri Test ve e The laboratory shall be notified to
Belgelendirme Dairesi Yonetim Management Representative of
Temsilciligi’ne bildirilir ve OKBS Onayl Information  Technologies Test and

Laboratuvarlar Listesi’nden ¢ikarilir.

e Listenin giincel versiyonu, www.tse.org.tr

Certification Department and removed

from the CCCS Licensed Laboratory List.
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adresinde bulunan Ortak Kriterler

Belgelendirme Sistemi kopriisii ile ulasilan
edilir.

sayfada ilan

www.commoncriteriaportal.org adresinde de

bu dogrultuda giincelleme yapilir.

e Siirmekte olan degerlendirmelerin
belgelendirme c¢aligmalart OKBS tarafindan

durdurulur.

e Current version of the list is announced
through Common Criteria Certification
System bridge via at www.tse.org.tr and

www.commoncriteriaportal.org 1S

updated.
e Ongoing certification activities of the

evaluations are terminated by CCCS.

Lisans1 askiya alman laboratuvarin  tekrar

basvurmasi halinde, laboratuvara bu prosediiriin 4.
maddesinde tanimlandig1 gibi bir ara kontrol tetkiki

diizenlenir.

If suspended laboratory applies again, a

surveillance audit shall be organized as defined in

article 4. of this procedure.

Ara kontrol sonucunun olumlu olmasi halinde,

e Laboratuvarin aski durumu ortadan kalkar.

e Laboratuvar, Bilisim Sistemleri Test ve
Yonetim

Belgelendirme Dairesi

Temsilciligi’ne bildirilir OKBS Onayh

Laboratuvarlar Listesi’ne eklenir.

e Listenin giincel versiyonu, www.tse.org.tr

adresinde bulunan Ortak Kriterler

Belgelendirme Sistemi kopriisii ile ulasilan
edilir.

bu

sayfada ilan

www.commoncriteriaportal.org adresi

dogrultuda giincellenir.
e Laboratuvar, aday {iriin ile birlikte OKBS
lisansh

altinda degerlendirme

gecici

laboratuvari olarak ¢alismaya baslar.

Ara kontrol sonucunun olumsuz olmasi halinde,

laboratuvarin aski durumu devam eder

In case that the result of surveillance control is
positive,

e Laboratory’s  suspension  shall be
terminated.
declared to

of

e The Ilaboratory shall be
Management Representative

Information  Technologies Test and
Certification Department and shall be
added into CCCS Licensed Laboratory
List.

e Current version of the list is announced
through Common Criteria Certification
System bridge via at www.tse.org.tr and

www.commoncriteriaportal.org is

updated.
e The Laboratory begins to work under
CCCS as temporary licensed evaluation

laboratory with its candidate project.
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In case the result of surveillance control result is

negative, the suspension of laboratory shall be

continued.

6. FESHETME

OKBS
karsilikl1

Laboratuvar  Sozlesmesi taraflarin

istegi ile ya da tek tarafli olarak

feshedilebilir. Sozlesme feshi ile ilgili hiikiimler

OKBS Laboratuvar Soézlesmesi’'nde belirtilmistir.

Laboratuvarin feshedilmesi durumunda;

e Laboratuvarin almig oldugu lisans gecersiz
sayilir.

e Laboratuvar, Bilisim Teknolojileri Test ve
Belgelendirme Dairesi Yonetim Temsilciligi
tarafindan, “OKBS Onayli Laboratuvarlar
Listesi” nden ¢ikarilir.

e Listenin giincel versiyonu, www.tse.org.tr
adresinde ~ bulunan  Ortak  Kiriterler

Belgelendirme Sistemi kopriisii ile ulagilan

sayfada ilan edilir.
www.commoncriteriaportal.org adresi de bu
dogrultuda giincellenir.

e Silirmekte olan degerlendirmelerin
belgelendirme c¢aligmalar1 OKBS tarafindan
durdurulur.

e Lisansi askiya alinmis bir laboratuvarda 6 ay

durumunda  lisans

aktivite  olmamasi

feshedilir.

6. TERMINATION

CCCS Laboratory Agreement

may be

terminated by mutual request of parties or

unilaterally. Provisions related with the contract

termination are defined in CCCS Laboratory

Agreement. Upon termination of the laboratory;

License of laboratory become invalid

The Laboratory shall be removed from the

CCCS Approved Laboratory List by
Management Representative of
Information  Technologies Test and

Certification Center Department.
Current version of the list is announced
through Common Criteria Certification

System bridge via at www.tse.org.tr .

www.commoncriteriaportal.org is

updated.

Ongoing certification activities of the
evaluations are stopped by CCCS

If there’s not an activity within 6 months
at a laboratory with a suspended license,

license will be terminated.
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